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JOB DESCRIPTION
Application Security Engineer
Vacancy Ref: Click here to enter text.

	Job Title: Application Security Engineer
	Present Grade:	8

	Department/College:	ISS (Information Systems Services)

	Directly responsible to:	 Head of IT Security

	Supervisory responsibility for:	 N/A

	Other contacts:	 

	Internal:  ISS Leadership Team, Enterprise Architect, Head of Build, Head of Design technical experts across ISS


	External:  UCISA, Jisc, software suppliers, equivalent roles at other Universities / organisations.


	Main Function:
To identify and prevent security vulnerabilities during all stages of the application development lifecycle through the implementation of tools and processes. The role holder will establish and oversee engineering security standards for applications designed for mobile, APIs, and microservices, embracing DevSecOps principles to proactively enhance security measures. 

Major Duties:

1. Using up-to-date technical knowledge ensure engineering teams adopt security practices in software design and development. 
2. Guide developers in triaging and fixing security bugs at the earliest stage of the software development life cycle. 
3. Implement and maintain tools which prevent and detect applications from attacks. 
4. Create and maintain documentation such as standards, templates, and architecture diagrams.
5. Respond rapidly and professionally to Information security incidents and manage the situation with appropriate and sensitive handling of affected staff /students. This includes carrying out forensics, evidence gathering (and preservation) to high standards and to liaise with law enforcement and security agencies as appropriate.
6. Research, develop, implement and operate security engineering and assurance tools which integrate security automation into pipelines.
7. Review and assist in the remediation of issues highlighted as part of security scans.
8. Ensure code reviews are adhered to across all code platforms.
9. Act as a subject matter expert and point of contact for secure development practices.
10. Identify and create subject specific training for target audience.
11. Perform security-focused code reviews.
12. Maintain knowledge of DevSecOps best practice at the highest level by representing the University at conferences and seminars; meeting and maintaining contact with other professionals; and taking an active part in appropriate professional bodies. 
13. Complete such duties, appropriate to the grade, as may be directed by the Chief Information Officer.
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